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Check Point security objects

Security object categories

Check Point VPN-1/Firewall-1 NG security
policies consist of securily rules that allow
or prohibit various kinds of communication,

Before you can create securlly rules, you
need to create appropriate security objects.
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Check Point security objects

Security object categories

Securly objects define the elements
involved in a security rule, such as the
‘computers, networks, and protocols to
which the rule applies.

For example, suppose you want to create
a rule that permits HTTP communication
between an intermal network and a web
proxy through a frewall

In this case, you need to create security
objects that represent the interal network,

the firewall, the HTTP protocol, and the

web proxy. Internal network
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Check Point security objects

Security object categories

You use the SmariDashboard to view, create,
‘and configure securiy objects and securily
ules in the security policy database.

When youlog on to the SmartDashboard,
You need to specify deals of an account
with appropriate permissions for connecting
to the database.

=== ¢10;c]0]0)
T ¥

€] Loading 1ova ot | @ et




[image: image4.png]2 http:Hiibrary. skillport.com - SkillSoft Course Player - Microsoft Internet Explorer

SkillS~ft SIS

| Check Point security objects

Security object categories

To open the SmariDashboard, you click
Start - Programs - Check Point

Windows Update ‘SmartConsole RS5 - SmartDashboard.
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Security object categories

Match the security object categories to the descriptions. 3. Servers
of what they represent.

‘2. Authentication servers and dalabases

Network objecis represent physical components,
resource objects represent lraffc that matches specific
critera, and server objecis represent authenication
servers and dalabases. Service objecs represent
‘communication protocols, and user and administrator
objects represent users and user groups. .Network Objects.

4. Services

b. Communication prolocols

. Physical components.

2. Resources

3. Trafflc that matches spedified criteria

5. Users and Administrators

‘. Users and user groups.
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Check Point security objects

Network objects

Network objects are security objects that represent
physical componens of a network, such as hosls,
firewals, and subnets.

You need to create a network security object for
‘each component of a network before you can create
securily rules that involve these components.
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Service objects

Match the service objecs 1o the descriptions of
whal they represen.

That's right. 1.Growp |V

Group objects include collections of other service
objects, ICMP objecs represent troubleshooting
protocols, and TCP objects represent protocols
such as HTTP and FTP.

‘2. Combinations of other service objects

3TCP  |v

b. Prolocols such as HTTP and FTP.

2.10MP |

. Troubleshooting protocols
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Summary

Check Point VPN-1/Firewall-1 NG securily policies
consist of securlly rules, which in tur rely on
security objects. Security objects represent elements
- stuch as protocols and subnets - to which rules.
‘apply. There are six categories of security objects -
Network Objects, Services, Resources, Servers and
‘Open Platform for Secure Enterprise Connectivity
(OPSEC) Applications, Users and Adminisiralors,
and VPN Communites.

Network objects represent components of a network,
such as firewall, servers, subnes, routers,
gateways, domains, and address ranges.

Service objects represent application-layer protocols
and the transport-layer protocols on which they are.
based. They include protocols based on TGP, User
Datagram Protocol (UDP), Interet Control Message
Protocol (ICMP), and Remote Procedure Call (RPC).
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